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NGHIEN CUU XAY DUNG MO HINH THU NGHIEM
HE THONG NHAN DANG KHUON MAT THOI GIAN THUC
PHUC VU KIEM SOAT RA VAO THONG MINH
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Khoa Khoa hoc co bdan va Ngoai Ngir, Hoc vién Phong chay chiza chay va Citu ngn cizu hg
*T4c gia lién hé: Nguyén Tai Nang Luong (Email: tailuong2003@gmail.com)

Tém tit: Kiém sodt ra vao thi cong bang thé tir, s6 ghi chép tai cdc co sé ddao tao Cong an nhén dén
dang béc 16 han ché vé toc do, dp chinh xdc va khd néing leu trit dir lidu. Bai bdo dé xudt kién tric va xdy
dung mé hinh thir nghiém (pilot) hé thong nhén dang khuén mat thoi gian thie phuc vu kiém sodt ra vdo théng
minh tai Hoc vién Phong chay chita chay va Cuu ngn cuu ho (PCCC&CNCH), trén co so cac mo-dun phat
hién khuon mat, nhan dang khuén mat va theo doi doi twong. Mo hinh dwoc trién khai tai khu viee kiém sodt
gia lap voi 02 camera IP Full HD, may chu Al trang bi GPU NVIDIA RTX 4060, trén b dir lieu 120 nguoi
(20 cén bé, 100 hoc vién), khodng 1.200 anh déing ky va 35 video thu thdp trong 05 ngay. Két qua dat dé chinh
Xac trung binh 96,8%, Piém F1 96,2%, toc dé xir 1y 21 khung hinh/gidy, buéc dau khang dinh tinh kha thi ciia
gidi phdp va 1 co s6 dé tiép tuc hoan thién trude khi xem xét trién khai toan truong.

Tiwr khoa: nhan dang khuon mat, mé hinh thur nghiém, kiém sodt ra vio thong minh, tich hop hé thé'ng,
truong dai hoc thong minh.

Abstract: Manual access control using magnetic cards and physical logbooks at People's Public
Security educational institutions is increasingly revealing limitations regarding speed, accuracy, and data
storage capacity. This paper proposes the architecture and development of a pilot real-time face recognition
system for smart access control at the Fire and Rescue Academy, based on face detection, face recognition,
and object tracking modules. The model was deployed in a simulated control area equipped with two Full HD
IP cameras and an Al server powered by an NVIDIA RTX 4060 GPU. The dataset comprised 120 individuals
(20 staff members and 100 cadets), consisting of approximately 1,200 registered images and 35 videos
collected over a five-day period. The experimental results achieved an average accuracy of 96.8%, an F1-
score of 96.2%, and a processing speed of 21 frames per second (FPS). These initial findings demonstrate the
feasibility of the proposed solution and serve as a foundation for further refinement prior to full-scale campus
deployment.

Keywords: face recognition, pilot model, smart access control, system integration, smart higher
educational institution.
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1. Pat van dé

Cac co so dao tao thudc luc lwgng Cong an nhan
dan, trong d6 c6 Hoc vién PCCC&CNCH, cé )
luong hoc vién, can by dong dao, thudng xuyén ra vao
khuon vién phuc vu hoc tap, huén luyén va cong tac.
Phuong thirc kiém soat truyén thong bang thé tir, s6
ghi chép hoic kiém tra truc tiép cia bao vé dang boc
16 han ché vé tdc do xu 1y, kha nang luu vét lich sir va
nguy co gia mao danh tinh.

Su phat trién cua tri tué nhan tao, dic biét 1 hoc
sau va thi gidc may tinh, da giup cong nghé nhan dang
khudn mat dat do chinh xac cao, xur ly theo thoi gian
thuc, mé ra kha ning tmg dung rong réi trong kiém
soat ra vao tai truong hoc, doanh nghi¢p va khu cong
nghiép [2], [5], [6]. Xut phat tir yéu cau thuc tién vé
bao dam an ninh, an toan tai Hoc vién PCCC&CNCH
- noi ¢6 dac thu trang phuc, phuong tién bao ho trong
huén luyén thuc hanh, viéc nghién ctlru, thir nghiém
g dung cong nghé nay 1a can thiét, lam co sé dé hoc
vién can nhic 10 trinh trién khai trén quy mo rong hon.

Nhan dang khuén mat 1a qué trinh xac dinh
hodc xac thuc danh tinh dua trén dic diém khudn mat,
xay dyng trén nén tang hoc sau, cho do chinh xac vugt
troi so v6i cac phuong phéap xir 1y anh truyén thong
[6]. MOt hé théng phuc vu kiém soat ra vao thuong
gdm ba thanh phan k¥ thuat cot 16i sau.

Phat hién khuon mat (Face Detection): xac dinh
vi tri khuén mat trong anh hoac khung hinh video
bang khung gi6i han (bounding box), 1am du vao cho
cac budce xu 1y tiép theo.

Nhan dang khuén mat (Face Recognition): su
dung mo6 hinh hoc sau (vi du InsightFace/ArcFace
[2]) dé chuyén khuon mit dd phat hién thanh vector
dac trung (embedding), so sanh véi dir liu da dang
ky bang do twong dong Cosine dé xac dinh danh tinh;
Vector dic trung khudén miat khong chira tryc tiép anh
gdc va dugc sir dung dé so sanh nhan dang. Tuy
nhién, day van 1a dir liéu sinh tric hoc, can dugc ma
hoa, phan quyén truy cdp va quan 1y an toan nham bao
dam quyén riéng tu va an toan thong tin.

Theo ddi ddi twong (Object Tracking): gan va
duy tri ma dinh danh theo doi (Track ID) cho tung
nguoi xuat hién lién tyc trén video, giup hé thong

tranh nhan dang 1ap lai, gidm tai tinh todn va bao dam
xu 1y thoi gian thyc khi luu luong ra vao 16n [7].
Mic du nhiéu nghién ctru da dat do chinh xac
cao trong nhan dang khudn mit, phan 16n tip trung
vao cai tién thuat toan hodc danh gia trén cac bd dir
liéu chuan. Cac nghién ctru vé xay dung hé thong
hoan chinh phuc vu kiém soat ra vao trong méi truong
truong dai hoc, dac biét ddi véi co sd dao tao thudce
luc lvong Cong an nhan dan, van con han ché. Day
chinh 14 khoang trng ma nghién ctru ndy hudng t6i.
2. Pé xuét kién triic hé thong va kha ning tich hop
2.1. Kién trirc hé thong
Trén co sé ba thanh phén k¥ thuat néu trén, tac
gia d& xuét kién tric hé théng xur 1y xuyén sudt tir thu
nhén hinh anh dén van hanh, quan ly nghiép vy, minh
hoa tai (hinh 1).

CAMERA GIAM SAT
Cdng chinh, céng phu,
khu vure trong diém

|
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Al SERVER
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API GATEWAY
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Hinh 1: Kién triic mé hinh thir nghiém hé Zhéng nhdn dang
khuon mat.

Camera giam sat duoc b tri tai cong chinh,
céng phu va cac khu vuc can kiém soat, thu nhan hinh
anh lién tuc va truyén vé may chu Al (Al Server) -
thanh phan dam nhiém toan b khéi xir 1y tri tué nhan
tao (phat hi¢n, nhan dang, theo doi), quyét dinh do
chinh xéc va toc do xir Iy ciia hé théng. Trong mé hinh
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thr nghi€ém, mé-dun phat hién khudén mat st dung
thuat toan SCRFD dé xéac dinh vi tri khudn mit trén
tung khung hinh. Sau d6, mo-dun nhan dang st dung
ArcFace (InsightFace) dé trich xuét vector dic trung
khuo6n mat va so sanh voi co sé dir liéu béng do tuong
ddng cosine (Cosine Similarity) nhim xac dinh danh
tinh. Di tuong sau khi dugc nhan dang s€ dugc theo
ddi bang thuat toan ByteTrack, gitp duy tri Track ID
gitra cac khung hinh lién tiép, han ché viéc nhan dang
lap va giam tai tinh toan. API Gateway dong vai tro
trung gian tiép nhan va diéu phdi két qua nhan dang.
Thanh phan nay dong thoi chudn hoa giao tiép giita Al
Server v6i cac hé thong nghiép vu khac, giup tang kha
ndng md rong va bao ddm an toan dit liu. Co s¢ dix licu
(Database) luu trit vector dic trung khudn mit, hd so
can bd - hoc vién va lich str ra vao. Giao dién quan tri
(Dashboard) cung cip nén Web cho can bd truc ban
giam sét, tra ctru, thong ké va ciu hinh camera. Tir 16p
Dashboard, hé théng dugc thiét ké dé két ndi tiép voéi
Heé théng quan ly dao tao, Thiét bi mé cira/rao chin, Co
s& dir liéu can bo va Hé théng diém danh.

2.2. Kha nang tich hop hé thong

Trén co s6 kién tric dé xuit, hé théng 6 thé
tich hop voi mot sb hé théng nghiép vu hién co cua
hoc vién nhu:

— Phan mém quan 1y dao tao - dong bé lich hoc,
lich huan luyén dé d6i chiéu di liéu ra vao;

— Co so dit liéu hoc vién, can bo - lién théng hod
s0, anh ding ky phuc vu xéc thuc, phan quyén theo vi
tri cbng tac;

— Thu vién va ky tlc xa - xac thuc bang khuén
mat thay thé tir, quan ly gio giac sinh hoat noi tra;

— Bai xe thdng minh - két hop nhan dang khuén
mat véi nhan dang phuong tién;

— Cong thong tin dién tir va hé thong camera an
ninh san c6 - tra ctu théng tin ra vao va tan dung ha
tang hién hiru, giam chi phi dau tu méi.

Viéc thiét ké Cong giao tiép API (API
Gateway) nhu mdt 16p trung gian doc lap (Muc 2.1)
1a diéu kién k¥ thuat dé hé thong timg bude két ndi
v6i cac phan mém, co s¢ dir liéu néu trén ma khong
phai thay ddi 161 xtr 1y AL phti hop véi 16 trinh chuyén
ddi sb theo tung giai doan cuia Hoc vién.

3. M6 hinh thir nghiém va két qua danh gia

3.1. M6 hinh thir nghiém

Dé danh gia tinh kha thi, tac gia trién khai thir
nghiém tai khu vuc kiém soat gia lap, st dung 02
camera I[P Full HD va may chu Al trang bi GPU
NVIDIA RTX 4060. C4u hinh chi tiét duoc trinh bay

tai Bang 1.
Bdng 1: Cdu hinh mé hinh thie nghiém.

Thanh phén Céu hinh
Camera 02 x Camera IP Full

HD 1080P
May chu Al Intel Core i7-13700,

RAM 32 GB
Bo xir Iy d6 hoa GPU RTX 4060 8 GB

Hé diéu hanh Ubuntu Server 24.04

Thu vién hoc sau PyTorch [3]

Co s¢ dir licu PostgreSQL
(Database)
Khung phat trién Web FastAPI [4]
(Web Framework)
B06 nhd dém (Cache) Redis
Nén tang dong goi Docker

(Container)

B6 dir li¢u thur nghiém duoc thu thip trong 05
ngay, gom 120 ngudi (20 can b, 100 hoc vién). Moi
ngudi dugc ding ky khoang 10 anh khuén mat, thu
dugc khoang 1.200 anh dang ky phuc vu xay dung co
s¢ dir liéu nhan dang. Dit li¢u danh gia gém 35 video
doc 1ap, khong stir dung cac anh dang ky, duoc ghi hinh
trong cac diéu kién anh sang binh thudng, anh sang yéu,
ngudi deo kinh va nguoi deo khau trang. Tong sb luot
nhan dang dugc st dung dé danh gid 12 6.800 luot.

3.2. Két qud ddnh gid

Céc chi tiéu danh gid dugc tinh trén toan by dir
liéu kiém tra. Do chinh xéc trung binh (Average
Accuracy) dugc xac dinh theo ty 1€ s6 lugt nhan dang
dung trén tong s6 luot nhan dang. Chi tiéu Precision
(D6 chinh xac du doan), Recall (P bao phu) va F1-
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score (Piém F1) dugc tinh theo cac cong thirc danh
gia pho bién trong bai toan phan loai. Tdc do xur 1y 21
FPS duoc do trén mot luéng camera Full HD, str dung
GPU NVIDIA RTX 4060. Sau thr nghiém, mo6 hinh
dat duoc cac két qua nhu Bang 2.

Bang 2: Ket qua danh gia mo hinh.

Chi tiéu Két qua
Do chinh x4ac trung 96,8%
binh (Average
Accuracy)
b6 chinh xac du doan 96,5%
(Precision)
Do bao phu (Recall) 95,9%
Diém F1 (F1-score) 96,2%
Téc @6 xir 1y (FPS) 21
Thoi gian phan hoi 0,6 giay

Mo hinh hoat dong 6n dinh trong diéu kién anh
sang binh thudng, dap Gng yéu cau xu 1y thoi gian
thuc & quy mé thir nghiém. Két qua thir nghiém cho
thay hé théng dat d6 chinh xac trung binh 96,8% trong
diéu kién anh sang binh thuong. Khi nguoi sir dung
deo kinh, do chinh xac dat khoang 95,6%; khi deo
khau trang dat khoang 91,8%; trong diéu kién anh
sang yéu dat khoang 90,9%. Nhu vay thir nghiém cho
thdy mo hinh dap tmg yéu cau nhan dang thoi gian thuc
trong pham vi thir nghiém. Sai s6 cht yéu phat sinh
trong diéu kién anh sang yéu va khi khudn mat bi che
khuat mot phan, pht hop voi dic diém chung cta cac
hé thdng nhan dang khudén mit dwa trén hoc sau.

3.3. Han ché va dinh huéng phdt trién

Do day la nghién ctu & giai doan thir nghiém,
két qua con mot s6 han ché: chua danh gia trén quy
mo toan truong; chua thir nghiém qua nhiéu mua, diéu
kién thoi tiét; chua tich hop co ché chong gia mao
khuon mat (Face Anti-Spoofing); chua danh gia kha
ning nhan dang bang camera hong ngoai trong diéu
kién thiéu sang hoan toan; va chua danh gid hoat dong
khi luu luong ra vao dong thoi qua 16m, vi du gio cao
diém. Nhitng han ché nay 1a co s¢ dé xac dinh rd
pham vi, muc dg tin cdy cua mé hinh va dinh hudng
cho cac nghién ciru tiép theo.

Trong thoi gian t6i, tac gia du kién hoan thién
hé théng theo cac hudng: tich hop co ché chéng gia
mao khudn mat; mo rong nhan dang da camera, xu ly
ddng thoi nhiéu ludng video; nghién ctru trién khai
theo hudng tri tué nhan tao tai thiét bj bién (Edge Al)
dé giam tai may chu trung tam; tich hop chinh thirc
v6i hé thdng quan 1y dao tao va co so dir liu dung
chung cua hoc vién; tich hgp mo-dun quan 1y phuong
tién cho bai xe thong minh; va xay dung chirc nang
diém danh tu dong dya trén dir liéu nhan dang khuon
mat. Viée trién khai theo 10 trinh tung bude s& giup
hoc vién kiém soat rui ro, tdi wu chi phi dau tu va nang
cao tinh kha thi khi trién khai thuc té.

4. Két luan

Trong béi canh chuyén doi sé va yéu cau ngay
cang cao ddi véi cong tac bao dam an ninh, an toan
tai cac co s dao tao cua luc Iwgng Céng an nhan dan,
viéc nghién cau, thu nghiém ung dung cdng nghé
nhan dang khuén mit thoi gian thuc vao kiém soét ra
vao 1a hudng di pht hop vai xu thé xay dung truong
dai hoc théng minh [1].

Bai bao da tong quan céc thanh phan ky thuat
cbt 16i cua cong nghé nhan dang khudn mat, trén co
s d6 d& xuat kién trdc hé théng cing kha nang tich
hop vé&i nhiéu hé thdng nghiép vu caa Hoc vién
PCCC&CNCH. Véi bo dir lieu 120 ngudi, khoang
1.200 anh dang ky va 35 video thu thap trong 5 ngay,
mo hinh thir nghiém dat cac chi tiéu dang ghi nhan
(d6 chinh x&c trung binh 96,8%, F1-score 96,2%, toc
d6 xur 1y 21 khung hinh/gidy), buéc dau khang dinh
tinh kha thi cua giai phap.

Bén canh két qua dat dugc, nghién ciru con mot
s6 han ché vé quy mé va diéu kién thir nghiém nhu da
trinh bay & Muc 3.3. Trén co so do, tic gia dé xuit 16
trinh trién khai theo timg giai doan: hoan thién mé
hinh thir nghiém; mé rong dan quy mé dit liéu va
pham vi lp dit; tich hop voi céc hé thong quan ly cua
hoc vién; va xem xét trién khai déng bo trén quy md
toan truong. Viéc tiép tuc nghién ctu, hoan thién hé
thdng s& gop phan nang cao hiéu qua quan Iy hoc vién,
can bo, tang cuong an ninh, an toan va thic déy
chuyén déi s6 tai Hoc vien PCCC&CNCH.m
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